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Benefits of FIM CM

A Centralized Enrollment Agent (EA) and Key Recovery Agent (KRA)
A Improved overall process workflow
I New Card Enroll
I Lost Card Replace
| Card Retire
I Certificate Renewal
A Detailed auditing and reporting
A Support for extended seHervice scenarios
API'N unblocks with user’s credential s
A Integration with Active Directory and PKI

ADoes not pe-Bé&sosedd” athbotvsRan&@ilals after certificate
expiration



Smart Cards, Readers, and Middleware

Smart Cards

A Custom built hybrid cards

A Photo ID

A IndalaRFID Cards for Building Access

A Gemaltosmart card chip
I 128K .NET v2 cards (current standard)
I Legacy cards (all Base CSP cards)

Middleware
A Microsoft Base Smart Card Crypto Provider
A Mini-drivers specific to actual cards used
Smart Card Readers
A Built-in readers in our laptops
A If no builtin readers:

I Omnikey

I Gemalto



Normal User Account Enrollment Workflow

FIM and Manual

User has
existing
smartcard
?

User visits IT
and smart card
is printed

User added to security group

FIM CM Portal

Enrollment Process takes

place

* Certificates loaded on
smart card

* PIN is randomized

* Admin Key is diversified by
custom Admin Key
Diversifier application

User Sent email sending link
to FIM CM portal and
instructions on self-service
enrollment

User moves to
Unblock workflow
to use card




Normal User Account Replacement Workflow

FIM and Manual

User visits IT
and
replacement
smart card
printed at IT

IT employee validates
picture on smart card with
person receiving
replacement smart card

Card distributed to user

FIM CM Portal

Encryption Certificates:
Previous encryption
certificates recovered
External Certificates
re-populated
New encryption
certificate issued

New Smart Card Logon
certificate issued

User connects to FIM CM
portal

User moves to
Unblock workflow
to use card




FIM and Manual

Has User
been
Vetted?

User must meet
face-to-face to
meet CP-
defined
assurance level
requirements

User added to security group

Unblock Workflow

Custom PIN tool

Admin Key retrieved from
FIM CM database and re-set
using Admin Key Generator

User initiates:

- Online Unblock if on
corporate network
Offline Unblock if
network connectivity not
possible

User opens PIN Tool

Card Ready for Use




FIM 2010 CM Limitations

A FIM 2010 CM does not support multiple forests!

A Restrictions are only effective within Profile Templates, they are not FIM CM
wide!

A FIM CM has no support for V3/2008/CNG Certificate Templates, including
algorithms such as SHA256, (ECC) E

ANo “auto enrol |l ment support of co
A No native support for third party operating systems or browsers.

A Limited card and CSP suppd@aéeCSa&nd mini driver based cards preferred!)



